
 

Good practices for installing an IP PBX on-site 

In response to an increase in telephone fraud within Canadian businesses, we 
wish to help raise awareness in regards to the infiltration methods used by 
fraudsters and inform you of the main repercussion of telephone fraud. This type 
of fraudulent activity could end up costing tens of thousands of dollars in a single 
weekend. We would also like to take this opportunity to remind you of the 
recommended security measures when configuring a telephone system. 

 
How a telephone system operates 
The IP PBX is an enterprise-based telephone system that uses a switch to 
manage internal and external communications over a computer network. 
Telephone systems are telephony applications that function with a known 
operating system and equipment that greatly resembles a computer server. 
Security wise, telephone systems are subject to the same constraints as 
computer servers.  

 
How do fraudsters infiltrate your system? 
Fraudsters generally access your telephone system by using various techniques 
to guess your voicemail passwords. Once they access the system from outside 
your business, they use it to reroute calls to foreign numbers. Calls are often 
forwarded abroad to countries where the per-minute calling rate is very high. 
Fraudsters usually work at night, on weekends or during holidays, so that their 
intrusion is more difficult to detect.  
 
An increasingly popular method involves hacking IP telephone systems 
connected to the Internet. Fraudsters generally access the telephone system’s 
configuration environment through an IP connection (often http or https). They 
then use various techniques to find the administrator password. Once they have 
it, they can activate various mechanisms to defraud the company that owns the 
PBX.  

 
The main repercussion of telephone fraud: overbilling 
Overbilling as a result of numerous overseas long-distance calls is the most 
common repercussion of telephone fraud. Remember that you are responsible 
for any costs incurred by calls placed or received on your telephone system (e.g. 
collect calls), regardless of whether you have taken reasonable security 
measures to curb fraud. Telephone fraud is a crime. If you believe you are a 
victim of fraud, we suggest you contact your local authorities. 

 
Reducing the risk of fraud 
In this section, we recommend a few good practices to secure your IP telephony 
network. You should regularly review and update these good practices. This list 
is not exhaustive and is intended for information purposes only.  

 
Securing your PBX alone is not enough to prevent attacks. All of your network’s 
components must be secured. Your PBX and terminals (IP telephone) should be 
protected, even if the PBX is not directly connected to the Internet. 



 

 
We advise you to implement the following good practices: 

 
1. Password: 

Change default passwords. For greater protection against hacks, we 
recommend using a long and secure password (e.g., alphanumeric 
characters, special characters). Avoid using proper names, birth dates or 
complete words. Ideally, passwords should contain letters, numbers and 
special characters. If users still choose easy passwords, the administrator 
should apply strict rules and assign password to every user. 
Immediately change the default “administrator” password configured upon 
installation. Change all passwords regularly (suggested frequency: every 
90 days) by applying the aforementioned rules. 
 

2. Firewall: 
The PBX should be protected by a firewall to minimize potential attacks 
and unwanted outgoing calls.  
 
Your PBX may already include an internal firewall. In that case, you need 
to activate it and ensure that user authentication is required. To prevent 
brute force attacks, you should set a limit on the number of failed attempts 
to enter a password. 
 
In addition, to prevent your PBX’s IP address from being recognized or 
disclosed, you should add another firewall with a network address 
translation feature (NAT) to protect your PBX from attacks through the 
public Internet network. With this precaution, only the server and 
addresses associated to your IP telephone service provider may 
communicate with your PBX via the Internet.  
 
 
Your firewall should also restrict communication on port 5060, except if it 
is from the list of IP addresses of the service provider’s telephony server 
(often called “SIP proxy”). 
 
Whenever possible, only activate access to the administration interface 
from the administration network. Ideally, an administration network should 
be set up separately from the internal network. 
 
Remain vigilant when changing or performing maintenance on your 
equipment. Avoid disabling the firewall. There have been cases of 
intrusions during a maintenance period of only two hours! 
 

3. Port forwarding: 
It is strongly recommended that you do not enable port forwarding in your 
firewall. You should also avoid using a demilitarized zone (DMZ) hosted 
on a domestic router. Instead, external peripherals (e.g., softphones) 
should access your company’s telephone service through a virtual private 
network (VPN).  



 

 
4. Call barring: 

Consider call barring, as it could protect against both misuse by internal 
users and external attacks. For example, a call restriction can be 
established to prevent calls to countries that should not usually be called. 
Moreover, dedicated lines, such as those for games, the horoscope or any 
other online service with high costs, should be blocked. You should also 
remain vigilant with regard to automatic call forwarding privileges. Call 
forwarding to international numbers should also be forbidden. 
 
Here is an outline of our recommendations: 

• Remove or restrict unnecessary features, such as those that allow 
calls to be made to outside the country: conference calling, calls 
made from your voicemail system, the use of telephone operator 
services (0+). 

• Limit or block outgoing calls outside of business hours. 
• Disable inactive voice mailboxes. 
• Limit the number of calls or their duration. This precaution could 

help limit repercussions in the case of an attack. 
• Never publish phone numbers that provide direct access to the 

system (Direct System Access, or DISA). 
 

5. Black list and white list: 
Some numbers can be blocked or accepted to better prevent potential 
threats.  Verify with your PBX if this configuration is possible. A list of 
countries and telephone codes known to be fraudulent call destinations 
can be found on this web page: 
https://iihelp.iinet.net.au/High_risk_call_blocking_explained. 
 

6. Separating data channels from telephony channels: 
The telephony data and network should be kept separate via a virtual local 
area network (VLAN). A VLAN is a logical LAN provided through a switch. 
The networks are separated into subnets, thereby ensuring that the data 
packets are not transferred by one of the telephone subnets.  
 

7. Controlling access privileges: 
For greater security, only necessary devices should be authorized to 
access the network. Disconnect unused peripherals. Furthermore, you 
should only grant access privileges to specific users, and restrict their 
access to certain settings. By controlling sensitive security settings, only 
your system’s administrator will have access to all of your PBX. 
Only one person should have administrator access. Another individual 
should have administrator privileges as a replacement. Review the user 
list periodically in case a hacker has found a way to create a false 
account. You should perform such a check regularly.  
 
 
 

https://iihelp.iinet.net.au/High_risk_call_blocking_explained
https://iihelp.iinet.net.au/High_risk_call_blocking_explained


 

8. Strengthening your system: 
You should update network peripherals regularly to prevent attacks 
against your network and infrastructure. Also, apply security updates as 
soon as they become available for all of your network’s other peripherals. 
Deactivate all unused services.  
 
If you detect fraud on your network, immediately inform your service 
provider. Make sure to identify the source of the issue and change all 
administrator and user passwords. Review the list of users and their 
permissions. 
 

9. Workstation:  
As stated in the previous sections, we recommend strict measures to 
protect you against fraud. Furthermore, we recommend that you apply 
equally stringent measures to users’ workstations (especially those who 
regularly connect to the PBX). 

 
 

 
Also, you can subscribe to an insurance policy against financial loss caused by 
telephone fraud. In addition, encourage your employees to adopt sound practices 
by adding telephone system security to your information security policy. Finally, 
regularly monitor your telephone system to re-examine its configuration and 
security level. 
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